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cost effective IT solutions, and keep our customers information technology solution provider and managed
happy with outstanding service.” services company
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WannaCry

Attack started on Friday, May 12th and within one day had infected more
than 230,000 computers in over 150 countries

e Using a vulnerability in Microsoft's Server Message Block (SMB) protocaoal, it
Installs a backdoor that transfers and runs the WannaCry ransomware

On March 14, 2017 Microsoft had released a patch for the SMB vulnerability

« After encrypting the files, it displays a "ransom note" informing the user they
must pay $300 in bitcoins

e |t also includes a "transport" mechanism that automatically scans for
vulnerable systems and spreads itself

* The initial attack was unintentionally stopped by a security researcher that
registered a domain found in the malware

« Within four days of the initial outbreak most organizations had applied
updates, and new infections had slowed to a trickle
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Ransomware in

ZiX @ ..

emaill

Applications by Which Ransamware Entered the Organization

Email link 310/0

Email attachment 28 0/0
A Web site or Web application other than
email or social media 240/0

Social media 40/0

USB stick 390/

Business application 1 0/0

We don't know 90/0

Source: Osterman Research, Inc.




Ransomware Statistics

Phishing email attachments have become the #1 delivery vehicle
93% of all phishing emails contain ransomware
In most cases the attachment is a Microsoft Office document

Ransomware-infected email expanded 6,000 percent as compared to 2016

Ransomware attacks quadrupled in 2016, with an average of 4,000 attacks
per day

Ransomware is on pace to be a $1 billion dollar source of income this year
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Locky

2016 Ransomware

Delivered as an email that had an alleged invoice requiring payment

Attachment was a Microsoft Word document containing malicious macros

When the user opens the document, it appears to be full of garbage, and
had the phrase "Enable macro if data encoding is incorrect"

If the user enables macros, malicious code was downloaded and executed
to encrypt all files that match particular extensions

A message displayed on the user's desktop instructs them to download the
Tor browser and visit a specific criminal-operated website

Website contained instructions for payment of between 0.5 and 1 bitcoin

Since Locky was released there have been numerous variants released
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Ransomware Example
Jaff

 Emerges just one day before WannaCry
e Uses the Necurs botnet to send millions of emails from zombie endpoints
e Estimated 5 million emails an hour sent at peak

e Contained various subject lines regarding a receipt, scanned document, or
report attached

« Email body was either blank or contained a brief note to print

 Attached file contained a Word document with Macro that when opened
deliver ransomware

 Ransom of 2 bitcoin (approximately $5,500)
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Ransomware Example
Jaff
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Ransomware Example
Jaff

Your deerypt ID:

Files are encrypted! To decrypt flies you need to obtain the private key.
The only copy of the private key, which will allow you to decrypt your files, is located on a secret server in the Internet.

. Use this Link: cf

If the link does not work:

1. You must install Tor Browser:
https://www.torproject.org/download/download-easy.html.en
2. After instalation, run the Tor Browser and enter address:

Follow the instruction on the website.

Your deerypt ID:

B | o @E0odd
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Ransomware
Bottom Line

 Most ransomware is delivered via emalil
Phishing attacks work
e Training alone will not work
Some users will still click
« Multi-layered filtering is required to identify attacks
IP blacklisting only will not stop attacks
 Must be able to detect zero-day ransomware
The attacks are always changing
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An emaill security company
focused on protecting business
communication for our customers
and thelr communities.
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A Full Suite of Email Security

* Industry-leading email encryption solution
* Robust and scalable solution for organizations of all sizes
» Encrypts and securely delivers more than

1.4M emails daily Email Data Loss Prevention

« Addresses the greatest source of data loss
— corporate email

Email Archive

« Prevent improper exposure of sensitive

« Unlimited email storage for business legal X X :
g g information outside the network

compliance
 Significantly decreases complexity, cost,

» E-discovery search and hold )
and deployment time

Email Mobile Security

Email Threat Protection

« Provides employees with easy access to email
while never storing data on the device » Defend against spam, viruses, zero-day

L malware, ransomware and phishing
« Allows organizations to secure corporate data

and meet compliance requirements » Multi-layered approach delivers 99.5%
accuracy

» 30-day business continuity for disaster
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Email Threat Protection

Protecting Your Users

ZIX




Email Threats
Understand the risk

e 65% of all emall is spam

o 78% of people that claim to be aware of the risks of unknown links in emails
will still click anyway

* 13% of people tested clicked on phishing attachments

 |In Q3 2016 alone, 18 million new malware samples were captured
* An average of 200,000 per day

 More than 4,000 ransomware attacks have occurred every day since the
beginning of 2016

A 300% increase over 2015
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Email Threat Protection

Accurate filtering, strong protection

Zix utilizes a multi-layered filtering approach that protects against spam,
viruses, zero-day malware, ransomware and phishing.

« Easy to implement and manage
Pre-configured filters require no setup or tuning

 Highly accurate filters
Lets legitimate emails through while stopping attacks

 Business continuity for emergency recovery
Users can access email through web interface
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Email Threat Protection

Protect users from unwanted emaills

Zix provides strong protection against spam, zero-day malware,
ransomware and phishing.

* Blocks 99.5% of spam and 99.99% of all malware

e Passes 99.999% of legitimate emall

 Machine learning and live threat analysis provide the strongest protection
* No tuning or training required — immediate protection, minimal impact

e Outbound filtering to protect your reputation
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Multi-Layer Filtering

Accurately identify emall threats

* Whitelist/Blacklist _
= Customer controlled IP blocking IP Address Filter

IP Address Filter
» Block known spammers and attackers

 URL Filter
» Protect against malicious websites

Customer Whitelist/Blacklist

URL Filter

. Ph Filt
e Phrases Filter rase FIter

* ldentify unigue phrases only used in spam

o Pattern Filter Pattern Filter
« ldentify complex patterns used in attacks

 Malware Filter
« Extensive analysis file attachments Malware Filter

 Delayed Re-Filter
» Re-filtering for questionable emails
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Multi-Layer Filtering

Real-time filter updates

4

IP Address Filter

4

URL Filter

4

Phrase Filter
Pattern Filter
VL EWETCR AN

Optional Delayed Re-Filter
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Filtering Controls
Simplicity with control

Zix threat protection is deployed with the configuration optimized for the best
results but provides the controls to customize if needed.

For each level of filtering, define the action taken on unwanted emails:
e Quarantine the email for review by administrators or users

« Add warning to the email subject to notify users of potential risk

* Reject the email and notify sender or delete without notification
 Forward the email to a security officer for review
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Filtering Options
Control flexibility

Customize the filters to meet your specific business needs.

* Reject emails to invalid internal recipients

« Filter emails based on the country of origin

o Create attachment filters to remove, replace or block certain file types
* |dentify attachment viruses and remove from email or block emall
 Enable or disable the filters for common attack methods

 And much more
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Email Continuity
Protection in a disaster

Zix provides automatic disaster recovery of email with a 5-day spooling of
Inbound messages and 30-day email access.

If your mail system goes down, Zix provides emergency access to email:

* Inbound emails are available for up to 5 days and delivered when your mail
system comes back online

e Users can send and receive emails through a web-based interface
* No disruption to Zix email encryption service
 When combined with archiving, user has access to unlimited email history
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Email Encryption & Data
Loss Prevention

Secure and Easy

ZIX




Email Encryption Options
Sender Side

z l x I.%resource

Desktop Encryption (ZixMail)

* End-to-end solution for sending and
receiving encrypted email

 |deal for protecting sensitive corporate
data at rest and in transit

Gateway Encryption (ZixEncrypt)

» Policy and user controlled encryption
for sensitive outbound email

 Ideal for ensuring regulatory
compliance



Email DLP

Protect the primary source of data loss

Zix combines sophisticated policy rules and content scanning
with an intuitive quarantine interface.

By focusing strictly on email, Zix provides a straight-forward DLP
approach that:

« Addresses business’s greatest source of data risk
 Decreases the complexity and cost

 Reduces deployment timelines from months to hours
e Minimizes impact on resources and workflow
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Policy Controls
Control what data leaves your organization

Policy controls allow each individual email to be examined to ensure the
sender and recipient are authorized to handle the information.

Define specific rules to control how each email is handled
« Control based on the sender and recipient email address or domain

e Search on message attributes such as size, file types, number of recipients
and whether the message is encrypted

e Scan the subject, body and attachments for sensitive data

Based on the policy rules, decide if each email should be quarantined,
blocked, branded or encrypted.
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Content Filters
Prevent data loss with sophisticated filters

Pre-defined filters automatically identify and protect sensitive data, including:
* Financial GLBA

« Healthcare HIPAA and medical research

o State privacy

 Education FERPA

o Title industry

« Human resources

e Social Security numbers

e Credit card numbers

* Profanity

o Custom filters built to your specific requirements

Zi)( e Hesource



HIPAA Regulation Policy
DLP Filters

Turn-key Emaill

Designed to recognize Individually Identifiable Health Information as

defined by HIPAA Privacy Rule 8160.103

Leverages a combination of filters to recognize the intersection of personal

Identifiers and health terms using the following logic:

ldentifiers

A

AND Health Terms

MRNSs, Birthdates, Service Dates

A
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Diseases, Drugs, Diagnoses

OR
= =

Medicare Claim Numbers

OR

= =

Social Security Numbers




GLBA Regulation Policy
Turn-key Email DLP Filters

Designed to recognize Personally Identifiable Financial Information as
defined by SEC, FTC, Federal Reserve and FDIC in the final Privacy of

Consumer Financial Information.

Leverages a combination of filters to recognize the intersection of financial

Identifiers and financial terms using the following logic:

ldentifiers AND Financial Terms
—_— —_—
Account Numbers, Loan Numbers Deposit, Balance, Credit, etc.
OR
= —
Credit Card Numbers
OR
= =

[ ]
le Eﬂ F{eso“rce Social Security Numbers




Email Quarantine
Review workflow and audit trall

« Configurable workflow allows
notifying sender or compliance
manager

 Train users using optional sender
release with justification

« Define groups and authorized
reviewers

maintaining an audit history

« Categorize and search emails for
review

z i x m I.{ESOI.II‘CG

Automatically release emails while

Date:

01/21/2015 09:48 AM
Expiration: 01/21/2016 09:48 AM Quarantined Recipients: aldankovich@gmail. com

zixdlp. manager

Reviewing Health Information from adankovich@crpsalesb.net

Message Group: HIPAA

Policy Violations: HIPAA Quarantine
Vi i DOB, 1 1
Comments Show All
Deleted this mesage due to sentistive info - admin, Jan 30
Details Original Message
History

From: "Al Dankovich \(Demo\)" <adankovich@crpsalesb.net>
To: <aldankovich@gmail.com>

Subject: Health Information
Date: 01/21/2015 09:48 AM
Attachments

The DOB of my son is 1/1/2001 and he was diagnosed with strep throat and measles.

Please send us his records thank you.



Gateway Encryption
Best Method of Delivery

oy o -’
“ Gateway Encryption
O Mall Server

E)N’/

Desktop Encryption
- ﬂs Encryptlon

recipient
Gateway
Mail Server Encryption
Gateway Encryption
Sender Zix Directory

Mail Server
(Key Lookup)

Gateway Encryption
recipient

TLS Encryption

\ recipient

Zix Data Center
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Gateway Encryption
Transparent encryption

Zix Is the ONLY provider of fully transparent email encryption.

By removing extra steps and passwords, Zix makes secure email as easy and
transparent as regular email for both senders and receivers.

Without the hassle:
e Business can continue to collaborate with ease
 Message-level encryption using S/IMIME provides strong security

* Bi-directional encryption of all emails between Zix gateway encryption
customers

« Compliance with regulations and company policies is no longer a burden

Zix T‘I’E Eesource



TLS Encryption
Zix Superior TLS

Enable Try-TLS without the risk of man-in-the-middle attacks

« Certificate authentication ensures security

e Automatic fail-over to alternate secure delivery

Policies enable control over when and how TLS is used

« Allow based on sender, recipient and message content

« Specify the level of authentication and encryption required

e Block ISPs or domains that do not provide strong security

Email is branded to alert recipient the message was sent security

This message was sent securely using Zix.

Increase the level of transparent encryption without increasing the security risk

z i x m I.{ESOI.II‘CG



Secure Portal Encryption
Highly customizable and easy to use

Provide your recipients with a full email experience

4 Back to ZikxOne 4:29 PM

e |Inbox, sent folder, drafts and more | ""‘

“z Company h..l-m e u.-mg- tn.m-ur..‘

* Allow users to compose secure emails

n @ I"R“:

e Optimized for mobile email access

Receivad: Dec 16, 2016 4:26 PM
Expires: Dec 30, 2016 4:26 PM
From: dstomd@d 1.zixdemo.com
To: ckingeteni@zikcorp. com
Ce:

Subject: Customer list

Customize the recipient experience g p——

This message was sent securely using ZixCorp.

* Flexible branding of the portal to match your needs Aaches s el f customers s hve

exceeded their credit limit. Each customer
must be contacted for payment. We will meet

« Customized the authentication, including 2-factor and Cocing s ctamrs e v s
Single Sign-On |

Thanks,

* Integrate the portal into your website using iFrames
And much more..

ZiX =X ‘ L.




ZixPort — Desktop or Mobile
Intuitive, Flexible, and Secure

Dena Bauckman <notification@xyzcorp.zicorp.com= 5:02 PM (0 minutes ago) - -
tome -

) {

Your Branding. Your Message. Your Settings.

A Superior Experience for Your Recipients.

New ZixCorp secure email message from XYZ Company

To view the secure message, click Open Message.
The secure message expires on Feb 16, 2017 @ 11:02 PM (GMT).
Do not reply to this notification message; this message was auto-generated by the sender's security system. To reply to the sender, click Open Message.

If clicking Open Message does not work, copy and paste the link below into your Internet browser address bar.
hitps:/yzcorp.zixcorp.com/s/e?

Want to send and receive your secure messages transparently?
Click here to learn more.

z i x IIE I.{eSOI.II'CG



ZixPort — Desktop or Mobile
|ntUitiV€, FIeXible, and Secure XY 2 Compa Hr

Your Brandmg ‘f'ol_rr Essagc ‘i’u‘!’
Mext Gef@ration PmfRecpient Del ey i

Welcome to the XYZ Company
Secure Message Center

X V 2 COM PANY Please sign in below to access your secure

mailbox.

_ Email Address:
Next Generation imRecipient DE|IVEI’)7__I_;" iV & AR recipient@domain.com

Welcome to the XYZ Company Secure Message Center Password:
Please sign in below to access your secure mailbox. e esse e

Email Address:

recipient@domain.com =
SR ) Remember Me
e Alternative Login Services:
Altemative Login Services:
Go gle B Microsoft GO gle
LT
Forgot your password? New to secure email? Need more assistance? || Ml c FOSOﬂ
o =

For Customer Support, email us &t supportixyzcompany.com
XY¥Z Address | Phone: (555) 555-5555 | Emak: : FDrth your paSSWDm ? m
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ZixPort — Desktop or Mobile
Intuitive, Flexible, and Secure

APANT

Your Branding. Your lﬁe-ssaéle Y our ‘.:E'tr.inﬁ

XY Z COMPANY

@

Your Branding. Your I\ESEQE Your Setti

Inbox You have 3 new messages.
Inbox H Compose H Sent Mail H Drafts ‘ (7] Last Sign In: Mar 3, 2017 12:05 PM
testingzix@gmail.com m
You have 3 new messages. Last Sign In: Mar 3, 2017 12:05 P o amurphy@crpsalesb.... Mar 3, 2017 12:16 PM
Final thought
Select | From Subject Date
L] amurphy@crpsalesh....  Mar3, 2007 12116 PM
amurphyi@crpsales... Final thought Mar 3, 2017 12:16 PM
Pry@ere . RE: Please process
amurphy@crpsales... RE: Please process Mar 3, 2017 1216 PM
Phy@crp . | amurphy@crpsalesb....  Mar3, 2007 12:15 FM
amurphy@crpsales... Please process Mar 3, 2017 12:15 PM Please process

XYZ Address | Phone: (555} 555-5555 | Emalk: X¥Z Address | Phone: (555) 555-5555 | Email:

ZIX gesaume




ZixPort — Desktop or Mobile

Intuitive, Flexible, and Secure

AVZ COMPANY

Your Branding. Your I‘;"Te-ssage Your Settifg

Inbox H Compose H Sent Mail H Drafts ‘

testingzix@gmiail. com

Last Sign In: Mar 3, 2017 12:05 PM

Received: Mar 3, 2017 1215 FM

Expires: Mar 17, 2017 1215 PM
From: amurphy@crpsalesb net
To: testingzix@gmail.com
cc:

Subject: Flease process

|. Attachments: w Transaction Report.pdf

This message was sent sacurely using ZixCorp.
Aftached, please find my transaction information.
Thank you,
Andrew Murphy

0: 781-993-6106 | m:781-727-0038

z l x I.{ESOUIFCG

Al IF

Y & COMPANY

Your Erafiding. Your I;TE-ssage Yol Settidgs

More Actions r

Last Sign In: Mar 3, 2017 12:05 PM

Recejved: Mar 3, 2017 1215 PM
Expires: Mar 17, 2017 1215 PM
From: amurphy@crpsalesb.net
To: testingzix@amail.com
Cc:

Subject: Flease process

| Attachments: w Transaction Eeport pdf |

This message was sent securely using ZixCorp.

Attached, please find my transaction
information.

Thank you,

Andrew Murphy
anager, Corporate Sales

o 7/81-993-6106 | m: 781-727-0038




Email Encryption
Comprehensive Reporting

zixreporting.

Reports Schedule Manage Users

Date: | 030172013 ' to |osme013

Percentage Email Sent Transparently Number of Encrypted Email Sent by Delivery l [ Top 10 Encrvol
90
400
68
300
45 200 4
2 100 Percentage Email Sent Tr
Reporting period for 5-20-2014 to 6-3-2014
. i S W
0 1] 90
[l Total Transparent [l] Policy Based B s W ZixGat 80
B ZixGateway Bidirectional [Jj TLS [l Zodulail -
60
50
Top 5 Quarantine Policies Top 5 Ou 40
200 400 ———— 30
20
150 300 10
0
100 200
M Total Transparent |
50 100
Data Summary
0- 0- 1 Total Transparent
[l S5N Quarantine il Financial Information Quaraniine [l Default Policy | 2 Policy Based
W HIPAA Quarantine [l Test SSN W ZPEncrypt Key
Financial Inft . e
I Financiaf Inioey 3 ZixGateway Bidirectional
4 TS
5 ZixMail

Encrypted Email Senders by Email Address

Date: ‘ 05/27/2014

‘ to ‘06103&014

‘ from ‘abc.com

‘ Filter

Summary

Sender

cbamberger@crpsalesb.

net

cbamberger@crpsalesb.

net

cbamberger@crpsalesb.

net

cbamberger@crpsalesb.

net

cbamberger@crpsalesh.

net

cbamberger@crpsalesb.

net

cbhamberger@crpsalesh.

net

cbamberger@crpsalesb.

net

crozierrobzix@gmail.co
m

donotreply@zixcorp.co
m

Previous

Detail |

Recipient

cybamberger@gmail.com

cybamberger@gmail.com

cybamberger@gmail.com

cybamberger@gmail com

cybamberger@gmail com

cybamberger@gmail com

jmast@cdsot.com

mpat@cdsot.com

crozierrobzix@gmail.com

cgariepy@zixcorp.com

Date

05-30-2014 2:42:04 PM

05-30-2014 3:11:37 PM

05-30-2014 3:12:09 PM

06-02-2014 9:24:13 AM

06-02-2014 9:24:53 AM

06-02-2014 9:25:39 AM

05-30-2014 3:11:37 PM

05-30-2014 3:11:37 PM

05-28-2014 8:49:47 AM

05-268-2014 1:47:11 PM

83

83

79

Subject

ZixPort Sample

KeyWord

button

atachment -layered

Test keyword

ZixPort Sample

ZixPort Sample

Re: zdencrypt

ZixReporting Dashboard
Password Change
Request MNotification

Policy Types

Encryption

Encryption

Encryption

Encryption

Encryption

Encryption

Encryption

Encryption

Encryption

Encryption

Schedule Repor‘tl l Export Report

Policy Names

SSN Encryption
Portal Only
Default Policy
Default Encrypt & Send
Policy

SSN Encryption

Portal Only

Portal Only

Portal Only

Default ZixDirect

Reply/Forward Policy

Default Policy

Delivery Method

s

ZixPort

s

ZixPort

TLS

ZixPort

ZixPart

ZixPort

ZixDirect

LS



Your Questions
& Comments
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Thank You!

Adam Lipkowitz
Sr. Account Executive Jenn Buchin
(781) 993-6102 IT Resource
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